
PRESENTED BY:
Shain Singh, Security Architect [APCJ]



•
•
•
•
•





•
•
•

•
•
•



•
•
•

•



•
•
•
•



•
•
•
•
•
•



•
•
•
•

Culture, Automation, Measurement, and Sharing







Source-of-Truth
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• Production is not a mystical entity
• Source-of-Truth
• https://git-scm.com

https://git-scm.com/


Pipelines
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• https://jenkins.io

Mutation Test Deploy

https://jenkins.io/
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Continuous Integration
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Continuous Delivery
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Continuous Deployment
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Continuous Improvement
•
•
• consumer feedback loop
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F5 IaC Delivery Pipeline

Team Continuous Integration

Continuous Delivery

Continuous Improvement

Common Toolchain

Security

Infrastructure

Development
Source Of

Truth

Infrastructure





•
•
•

•
•

RouterSwitch
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L4 – L7

ADC

Network

Application Services
Policy

ACCESS & 
IDENTITY FIREWALL CONTEXT

LOAD-
BALANCING

GATEWAY 
SERVICES SECURITY

OPTIMIZ-
ATION

DDoS 
PROTECTIONMOBILITY

f5-super-netops-container

f5-postman-workflows

f5-newman-wrapper

Git

Jenkins

Class 1 Toolchain

AS3 Ext. F5   A
PI





•

•

f5-super-netops-container

f5-postman-workflows

f5-newman-wrapper

Git

Jenkins

Workflows

Build Workflow

Operations Workflow

Teardown Workflow

Other…





• Source-of-Truth
• Pipelines
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